§212.41

(4) For purposes of paragraph (c) of
this section, the information requested
was not designated by the submitter as
exempt from disclosure when the sub-
mitter had an opportunity to make
such designation at the time of submis-
sion of the information or within a rea-
sonable time thereafter, unless;

(i) The Agency has substantial reason
to believe that disclosure of the infor-
mation would result in competitive
harm; or

(ii) The designation made by the sub-
mitter appears obviously frivolous; ex-
cept that, in such case, the Agency
must provide the submitter with writ-
ten notice of any final administrative
disclosure determination within a rea-
sonable number of days prior to the
specified disclosure date.

Subpart E—Exemptions From
Disclosure

§212.41 Exemptions from publication
and disclosure requirements of sub-
parts B, C, and D.

None of the provisions of subparts B,
C, and D which provide for publication
and disclosure of certain information
and records shall be applicable to mat-
ters that are:

(a) Specifically authorized under cri-
teria established by an Executive Order
to be kept secret in the interest of na-
tional defense or foreign policy and are
in fact properly classified pursuant to
such Executive Order;

(b) Related solely to the internal per-
sonnel rules and practices of the Agen-
cy;

(c) Specifically exempted from dis-
closure by statute;

(d) Trade secrets and commercial or
financial information obtained from a
person and privileged and confidential;

(e) Interagency or intra-agency mem-
orandums or letters which would not
be available by law to a party other
than an agency in litigation with the
agency;

(f) Personnel and medical files and
similar files the disclosure of which
would constitute a clearly unwarranted
invasion of personal privacy;

(g) Records or information compiled
for law enforcement purposes, but only
to the extent that the production of
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such law enforcement records or infor-
mation:

(1) Would reasonably be expected to
interfere  with  enforcement pro-
ceedings;

(2) Would deprive a person of a right
to a fair trial or an impartial adjudica-
tion;

(3) Could reasonably be expected to
constitute an unwarranted invasion of
personal privacy;

(4) Could reasonably be expected to
disclose the identity of a confidential
source, including a State, local or for-
eign agency or authority or any pri-
vate institution which furnished infor-
mation on a confidential basis, and, in
the case of a record or information
compiled by a criminal law enforce-
ment authority in the course of a
criminal investigation, or by an agency
conducting a lawful security intel-
ligence investigation, information fur-
nished by a confidential source;

(5) Would disclose techniques and
procedure for law enforcement inves-
tigations or prosecutions if such disclo-
sure could reasonably be expected to
risk circumvention of the law; or

(6) Could reasonably be expected to
endanger the life or physical safety of
any individual.

(h) Contained in or related to exam-
ination, operating, or condition reports
prepared by, on behalf of, or for the use
of any agency responsible for the regu-
lation or supervision of financial insti-
tutions; and

(i) Geological and geophysical infor-
mation and data (including maps) con-
cerning wells.

§212.42 Exemption from 5 U.S.C. 552.

Whenever a request is made which in-
volves access to records described in
paragraph (g) of §212.41 and the inves-
tigation or proceedings involves a pos-
sible violation of criminal law; and
there is reason to believe that the sub-
ject of the investigation or proceeding
is not aware of its pendency, and dis-
closure of the existence of the records
could reasonably be expected to inter-
fere with enforcement proceedings, the
Agency may, during only such time as
that circumstances continues, treat
the records as not subject to the re-
quirements of 5 U.S.C. 552 and this sub-
part.
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